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BLOCKCHAIN
THE TECHNOLOGY
Blockchain technologies at their core
are highly secured, decentralized
databases. The information history in
the database is secured through stateof-the-art encryption and consensus
protocols and then distributed to- and
stored in every node of the network.

DIGITAL SIGNATURES

CONSENSUS

Digital signatures are generated in order
to verify the creator of a document by
utilizing asymmetric cryptography.

DISTRIBUTED LEDGER

Consensus is an agreed state
between all participating nodes
of a distributed system.

HASHING

Hash functions take an input value, e.g. a text, and compress it
to a fixed length output. This output can be seen as the unique
fingerprint of the input values. Generating the input from the
resulting hash is infeasible.

A distributed ledger is a shared
database for keeping track of all
transactions within the network.

SMART CONTRACTS

Smart Contracts are a piece of code which is installed on the
ledger to ensure that transactions within the network follow
predetermined protocols.

HOW DOES THIS
TECHNOLOGY WORK?
Within the Blockchain the participants generate transactions and
other data, e.g. contracts, which are thereafter stored immutably
in a linked chain of blocks. Each of these blocks can be validated
afterwards and manipulation of a part of the chain will trigger a
change in the rest of the chain. The chains are constantly stored
and updated on a large number of nodes. This way a corrupted chain
from a malicious node will be rejected by the majority of the network,
which happens within the consensus mechanism. As a result there
will be an authentic record of all transactions stored on the network.
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ompared to other distributed databases, the integrity of
+ Cdata,
which was stored in the past, is cryptographically
ensured and consented on.

THE BIGGEST
ADVANTAGES
& INNOVATIONS

he nature of the Blockchain therefore makes manipulation
+ Talmost
infeasible.
n combination with the logic that can be defined within
+ Ismart
contracts, it is possible to design a system that
enforces clearly defined transactions and contains a
corresponding history, which all participants can trust.

his can enable more transparent, secure applications and
+ Tcreates
an inherent initiative for honest collaboration.

WHAT ARE THE LIMITS
OF THIS TECHNOLOGY?
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The technology relies on inputs from outside to be valid.
So, the integrity of data starts after the input process
and has no measure against corrupted data. This has
to be ensured by other mechanisms. Furthermore, it is
often used instead of a simpler distributed database,
which would be more suitable and has less overhead.
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Traditionally, in many business interactions an agreed
behavior has to be legally enforced. With this technology
the latter is technically ensured and can be trusted without
regulation. It therefore reduces a range of agent problems
and intermediary functions, impacting all sort of service
industries, e.g. financial services or notary activities.

